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approved.

If no previous investigation exists, the SSE will send the applicant an e-mail (this step may be
delegated to VAP POC):

- Stating that no previous investigation exists and the applicant must complete a form through the
Electronic Questionnaires for Investigations Processing (eQIP) system;

- Instructing the applicant how to enter and complete the eQIP form:;

- Providing where to send/fax signature and release pages and other applicable forms; and

- Providing instructions regarding fingerprinting.

The applicant must complete the eQIP form and submit other required material within 15 days of
receiving the e-mail from the SSE.

For items to be submitted outside eQIP, the contractor must submit the required information,
referencing the contract number, to:

Regional and Center Contracts:

FAA Miami Security Field Office
11410 N'W 20 St. Suite # 250
Miami, FL 33172

ATTN: William Cuesta

(d) The contractor must submit the information required by paragraph (c) of this Clause for any
new employee not listed in the Contractor's initial submission who is hired into any position
identified in paragraph (b) of this Clause.

(¢) The CO will provide notice to the contractor when any contractor employee is found to be
unsuitable or otherwise objectionable, or whose conduct appears contrary to the public interest,
or inconsistent with the best interest of national security. The contractor must take appropriate
action, including the removal of such employee from working on this FAA contract, at their own
expense. Once action has been taken, the contractor will report the action to the CO and SSE.

(f) No contractor employee will work in a high, moderate, or low risk position unless the SSE
has received all forms necessary to conduct any required investigation and has authorized the
contractor employee to begin work.

(g) The contractor must notify the CO within one (1) business day after any employee identified
pursuant to paragraph (c) of this Clause is terminated from performance on the contract. This
notification must be done utilizing the Removal Entry Screen of VAP. If FAA issued the
terminated employee and identification card, the contractor must collect the card and submit it to
the SSE.

(h) The contractor must request a report from the VAP on at least a semiannual basis in order to
reconcile discrepancies and then must notify the SSE of these discrepancies as soon as possible.

(i) The CO may also, after coordination with the SSE and other security specialists, require
contractor employees to submit any other security information (including additional
fingerprinting) deemed reasonably necessary to protect the interests of the FAA. In this event,
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the contractor must provide, or cause each of its employees to provide, such security information
to the SSE, to meet the requirements of paragraph (c) of this Clause.

(j) The contractor and/or subcontractor(s) must contact the Servicing Security Elements,
Hazardous Materials Staff, ASO-750C, Telephone: (404) 305-6770 or AIN-400 at Headquarters
within one (1) business day in the event an employee is arrested (detained by law enforcement
for any offenses, other than minor traffic offenses) or is involved in theft of government property
or the contractor becomes aware of any information that may raise a question about the
suitability of a contractor employee.

(k) Failure to submit information required by this clause within the time required may be
determined by the CO a material breach of the contract.

(1) If subsequent to the effective date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the changes cause an
increase or decrease in direct contract costs or otherwise affect any other term or condition of
this contract, the contract will be subject to an equitable adjustment.

(m) The contractor agrees to insert terms that conform substantially to the language of this
clause, including paragraph (k) but excluding any reference to the Changes clause of this
contract, in all subcontracts under this contract that involve access and where the exceptions
under Chapter 5, FAA Order 1600.72A do not apply.

(n) Contractor employees who have not undergone a background investigation must be escorted
at all times. In some instances, a contractor employee may be required to serve as an escort. To
SErve as an escort, a contractor employee must have a favorably adjudicated fingerprint check
and initiated a NACI with FAA.

(End of Clause)
3.14-3 Foreign Nationals as Contractor Employees (April 2008)

(a) Each contractor or subcontractor employee under this contract having access to FAA
facilities, sensitive information, or resources must be a citizen of the United States of America,
or an alien who has been lawfully admitted for permanent residence as evidenced by Alien
Registration Receipt Card Form I-151, or who presents other evidence from the U.S. Citizenship
and Immigration Service that employment must not affect his/her immi gration status.

(b) Aliens and foreign nationals proposed under this contract must meet the following conditions
in accordance with FAA Order 1600.72A, chapter 5, paragraph 7 & 8:

(1) Must have resided within the United States for three (3) of the last five (5) years unless a
waiver of this requirement is requested and approved in accordance with the requirements stated
in FAA Order 1600.72A, chapter 5, paragraph 9;

(2) A risk or sensitivity level designation can be made for the position; and

(3) The appropriate security-related background investigation/inquiry can be adequately
conducted.

(¢) Interim suitability requirements may not be applied unless the position is low/moderate in
risk, and/or temporary, and/or is not in a critical area position.

324



DTFAEN-11-R-00032

(End of Clause)

3.14-4 Access to FAA Systems and Government-Issued Keys, Personal Identity Verification
(PIV) cards, and Vehicle Decals (October 2010)

(a) It may become necessary for the Government to grant access to FAA systems or issue keys,
PIV cards, vehicle decals, and/or access control cards to contractor employees. Prior to or upon
completion or termination of the work required hereunder, the contractor must return all such
Government-issued items and submit a request to terminate all user accounts on applicable FAA
systems to the issuing office with notification to the Contracting Officer's Technical
Representative (COTR). When contractor employees who have been issued such items are
terminated or no longer required to perform the work, the Government-issued items must be
returned to the Government and a request submitted for the termination of FAA system access
within three (3) business days after termination of the contract or the employee. Improper use,
possession or alteration of FAA issued keys, PIV Cards and/or vehicle decals is subject to
penalties under Title 18, USC 499, 506, 701, and 1030.

(b) In the event such keys, PIV Cards, or vehicle decals are lost, stolen, or not returned, the
contractor understands and agrees that the Government may, in addition to any other withholding
provision of the contract, withhold $200.00 for each key, PIV Card, and vehicle decal lost,
stolen, or not returned. If the keys, PIV Cards, or vehicle decals are not returned within 30
calendar days from the date the withholding action was initiated, any amount so withheld must
be forfeited by the contractor.

(c) Access to aircraft ramp/hangar areas is authorized only to those persons displaying a flight
line identification card and for vehicles, a current ramp permit issued pursuant to Title 49, Part
1542, Code of Federal Regulations.

(d) The Government retains the right to inspect inventory, or audit PIV Cards, keys, vehicle
decals, and access control cards issued to the contractor in connection with the contract at the
convenience of the Government. Any items not accounted for, to the satisfaction of the
Government will be assumed to be lost and the provisions of section (b) apply.

(e) Keys must be obtained from the COTR who will require the contractor to sign a receipt for
each key obtained. Lost or stolen keys, PIV Cards, vehicle decals, and access control cards must
immediately be reported concurrently to the Contracting Officer (CO), COTR, and Investigative
and Security Branch, ASO-750A, Tel: 404-305-6770. Electronic keying cards are handled in the
same manner as metal keys.

() Each contract employee, during all times of on-site performance at the ARTCC, Miami, FL
must prominently display his/her current and valid PIV card on the front portion of his/her body
between the neck and waist. Each PIV card holder must not affix pins, stickers, or other
decorations to the PIV.

(1) Prior to any contractor employee obtaining a PIV Card or vehicle decals, the contractor is
required to enter data for each employee into the Vendor Applicant Process (VAP) as described
in AMS clause 3.14-2, Contractor Personnel Suitability Requirements. From the information
entered into the VAP, the SSE will determine whether final suitability can be granted due to the

32e



